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Abstract - Homomorphic encryption has been studied for a long time. A
homomorphic encryption system allows one to perform the computations on
encrypted data thus enabling delegations of computations to a untrusted entity
without the loss of privacy. The recent paradigm of cloud computing, which
aggregates the computing, storage and network resources, makes such an encryption
system all the more necessary to preserve privacy on the cloud. Rivest, Adleman,
and Dertouzos introduced this notion and recently Gentry proposed a homomorphic
encryption system. While Gentry's scheme is semantically secure but it is not
practical. In this paper we propose a practical homomorphic encryption system
which overcomes the drawbacks of Gentry's scheme.
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